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REAL-TIME SLA IMPACT ANALYSIS 

BACKGROUNDOfjm^ 

c+^mpnt of the Technical Field 

The present invention relates to the field o, policy based differentiation and more 

agreement (SLA). 

DescriptioiioOhe_R^^ 

Tne modern global networK can be viewed as a complex intending of mulhple 

regardless of theidentity of th e reguestor or the .ype o, reguest, each device reguest 
can b e processed with egua, priority. Given the exponential increase in network traffic 
across the Internet, however, more recent networK-oriented computing devices have 
b egun to provide va^ing levels o, computing services based upon what has been 

referred to as a "policy based service dfferen.ia.ion model". 

ln . policy based service dfferen.ia.ion mode,, .he computing devices can offer 
many levels ofsenricewheredfferentreguestsfordfferentcontentorse^iceswhich 
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ornate fro^ a^rent re.uesto.3 ..ceive arrant ,eve, S of treatment depend^ upon 
administrate defined policies. ,n this regard, a service level agreement (SLA) can 
speedy a guaranteed level o, responsiveness based upon a preened policy. More 
particularly, the SLA is a contract that spec.es an agreement between a serv,ce 

provider to the customer in respect to a specffic resource. 

The policy based service differentiation model is the logical result of several 
factors. Firstly, the number and variety o, computing applications which generate 
quests across networks both phvate and public has increased dramatically in the last 
aeoade Each of these applications, however, has different service retirements. 
Second,y,techno,ogies and protocols that enable fhe provision of different services 

h aving different levels of security and guality of service (QoS) have become widely 
available. Yet, access to these different spe* services must be regulated because 
these specific services can consume important computing resources such as netwo* 
bandwidth, memory and processing cycles. Finally, business objectives or 
organizational goals can be best served when discriminating between different requests 
rather man treating all requests for computer processing in a like manner. 

Within the modern enterprise, the enterprise can receive a substantia, benefit for 
effectively providing differentiated service to different customers anddtfferent data so 
th a,some customers and data receive a higher level of service than other customers 
and data onthenetwor, That is to say, where the enterprise satisfies the expected 
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the enterprise likely can ,ose .he customer. Hence, differentiated service can be an 

mer ely "one click away" from a competitor's system where response times falter. 

Aooordingly, the enforcement of the terms of an SLA can be of paramount 
import anoe in managing the customer service relationship. To that end, service level 
managemen. systems have become commonplaoe in the enterprise. A service level 
management system can hack senrices provided .0 customers and compare the 
delivery of services to the service terms of a corresponding SLA. Performance metrics 
can be collecfed overtime in respecftothe resources associated WrththeSLAand the 
metrics can be evaluated to determine if any o, the terms of the SLA have been 
violated. 

The evaluation of performance metrics can be performed in the context both of a 
historical timeframe where the SLA compliance is determined after the fact, and also in 
real-time responsive to the occurrence o, events in the manured system. In the case 
ofrea „ime evaluation, the performance metrics can be used to determine the impact of 
the even, upon the .erms of .he SLA immedia.ely after ,he occurrence of the event. 
Tradition*, service level management systems process real-time events at .he 
individual resource level fomring a par, o, the service .0 determine . .he SLA w,.h 
respect to the service has been impacted in the immediate sense, or whether the SLA 

that can cause an immediate or future impact on the satisfaction of the terms of an SLA, 
bu , in a more indirect manner that would no, be exposed through jus, individual 
resources associated with an SLA. 



{WP151 190,1} 



3 



RSW920030123US1 



gUMM&RYOEJHE INVENTION 
The present invention addresses the deficiencies of the art in respect to providing 
a real-time impact analysis of the effect of an even, in an underlying resource upon the 
terms of an SLA and provides a novel and non-obvious method, system and apparatus 
for performing a real-time SLA impact analysis. In a method for performing a real-fime 
SLA impact analysis, an even* arising from a specffic resource can be detected and t 
can be determined whether based upon the event the specfflc resource cannot perform 
adequately to meet a term within an SLA which directly implicates the specif, resource. 
Significantly, and unlike prior art attempts a* real-time SLA impact analysis, it can be 
further determined whether based upon the even, the specific resource inhibits other 
resources from performing adequately to meet a term within the SLA which does not 
directly implicate the specific resource, but directly implica.es the other resources. 

,„ a system of performing a real-time SLA impact analysis, a service level 
manager can be programmed to establish a plurality o, SLAs directly implying 
selected resources. A relationship database further can be configured for coupling to 
one or more management applications programmed to manage .he selected resources. 
Finally, a modeling and evaluation system can be communicatively coupled to the 
relationship database and the senrice level manager and programmed to perform a real- 
time SLA impact analysis based both upon resources directly implicated by the SLAs 
and also upon resources which are related to the resources directly implicated by the 



SLAs. 



Additional aspects of the invention will be set forth in part in the description which 
follows, and in part will be obvious from the description, or may be learned by practice 
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the elements and combinations particulariy pointed out in th© appended claims. It is to 
be understood thatooth the foregoing genera, description and the ,o«ng detailed 
ascription are exemplary and explanatory only and are no, restrictive of the invention, 



as claimed. 
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Tne accompanying drawings, which are incorporated in and confute pa, of .he 
m specification, illustrate embodiments o, the invention and together wKh the 
description, serve to explain the principles o, the invention. The embodiments 
iiiusfrafed herein are presently preferred, i, being understood, however, that the 
invention is no, limited to the precise arrangements and instrumentalities shown, 
wherein: 

Fi9 ure 1 is schematic illustration of a service leve, mentoring system configured 
for real-fime SLA impact analysis in accordance with the present invention; and, 

Figure 2 is a flow char, illustrating a process for performing a real-fime SLA 
imp ac, analysis in the service level monitoring system of Figure 1 . 
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DETAILEDD^ 
The presen, invention is a real-time SLA impact anaiysis system, method and 
apparatus. In aooordance with the inventive arrangements, relationships can be 
es ,ab,ished between interdependent resources reiied upon by managed applications 
m oni«ored by a service ieve, management system. Subseguentiy, upon receiving an 
even, relating to oneo, the resources, the impactof the eventcan be anaiyzednotonty 

in .spec, to the enforcement of an SLA which spe*s the related resource directly, 
M also in respect to the enforcement o, an SLA which specifies a resource which 

depends upon the related resource. 

Figure 1 is schematic illustration of a service level monitoring system configured 
for re a,-«me SLA impact analysis in accordance with the presen, invention. The serv,oe 

,eve, moni,oring system can include a service ,eve, manager 1 00 programmed ,o 
es,ab,ish SLAs 1 50 in respecuo one or more o„he resources 170. The service , eve, 

coring sys,em further can include one or more management applica.ions 160 
communicatively coupled ,o seleOed ones offhe resources 170. The managemen, 
applications 160 can sfore informal 1 10B regarding the managed resources 170 ,n 
one or more shared databases such as the relationship database 140. 

, m portan«,y, a relationship managemen, process 120 can be interposed between 
,he managed resources 170 and the relationship database 140 ,o manage access ,o ,he 
re ,a,ionship da,abase 140 as new resource references and resources relafionships are 
added ,o ,he rela,ionship database 140. In this regard, as new resource references are 
adde d ,o the relationship da,abase 140, addifiona, re,a,ionship da,a can be derived from 
exiting relationship dafia wi,hin the re,a,ionship da,abase ,40. Specifically, ,he 
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relationship managemen, process 120 can spec*, the relationship befween deferent 
ones of the resources 170 and, in pedicular, resource dependencies. According 

t he relationship can be so speeded in Ihe relationship database 140. By comparison, 
wh erenodependenciesexis,a m on g .heresources1T0,,orins,ance, h eresources180, 

no relalionship will be recorded in the relationship database 140. 

,„ either case, a hierarchy of resource relationships can be constructed within the 
snared, relationship database 140. Conseguenay, the impac, of an even, adsing in a 
pedicular one of the resources 170 can be evaluafed no, only fo, its immediate impact 

M immediate impac, on an SLA which indirect implicates ,he pedicular one of fhe 
resources 170 through a specifically referenced one of the resources 170 wh.ch 
oepends upon the pedicular one of ,he resources 170. Accordingly, a more robus, SLA 
imped analysis can arise in view of the present invention. 

To ft* end, a modeling and evaluation process 1 30 can be communicatively 
coupled each ,o fhe relalionship database 140, ,o the SLAs 150, and fo fhe 
managemen, applications 160. The modeling and evalualion process 130 can receive 
even,s ,10A arising in the resources 170 end defected by the respective management 

,70 which are implicated by the events 110A. The hierarchy of resources in ,he 
re ,a,ionship database 140 can be processed ,o iden«y no, only fhose ones o, the SLAs 
160 which directly spectfy the specif,conesof the resources 170, rem which, be even,s 
110 A arose, bu, also ,he SLAs 150 which indireCly specrty the specif, ones offhe 
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resources 170 by way o, direct references ,o selected ones o, the resources 170 wh,ch 
are related within the hierarchy to the specfflc ones of the resources 170. 

,„ more particular illustration of the operation of the modeling and evasion 
system, Figure 2 is a flow chart illustrating a process for performing a real-time SLA 
impact analysis in the service level mentoring system of Figure 1. The process can 
begin in block 210 in which an event arising from an underlying resource can be 
received In block 220, the underlying resource can be identified. Subsequently, in 
block 230 a first SLA can be referenced to determine in decision block 240 whether the 
SLA specifies the underlying resource directly. If so, in block 250 a notation can be 
formulated where the even, can impact any one of the terms o, the SLA. Otherwise, the 
process can continue through 280 and 290. 

Specifically, in block 280, though no direct specification of other resources may 
be identified in the SLA, the hierarchy can be consulted to determine whether other 
resources depend upon the underlying resource. If, in decision block 290, an upstream 
impact can be identified, again in block 250 a nolificalion can be formulated where the 
even, can impact any one o, the tenms o, the SLA. Regardless, however, it can be 
determined in block 260 whether additional SLAs remain to be analyzed. If so, in block 
270 the next SLA can be loaded and the process can repeat through decision block 
240 Otherwise the process can end in block 300. 

importantly, the foregoing process and system can be explained by way of a 
concrete example set forth no. in a limiting manner, but in an exemplary manner. In an 
exemplary scenario, a server resource can depend upon both a disk resource and a 
database resource. The disk resource can be managed within a first management 
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application, the database resource can be managed within a second management 
application, and the se.er resource can be managed within yet a third management 
application. Each of the management applications can report the underlying resources 
and their respective dependencies to the relationship database. 

An SLA can be established based upon the server resource which requires a 
specific level of performance from the se^er resource. For instance, the SLA can 
specify a level of performance as follows: 
Offering: 

Server Availability 

Peak 98% Available 

Off-Peak 92% Available 

Monthly Evaluation 

SLA: 

Resource = Server Resource 
When an event arises which calls into question the ability of the sender resource 
to meet this term of the SLA, the modeling and evaluation process can recognize the 
immediate impact of the event and a notification can be generated accordingly. More 
importantly, however, when an event arises which calls into question the ability of the 
disk resource to perform adequateiy so as to prevent the se^er resource from meeting 
this term of the SLA, the modeling and evaluation system can recognize the 
dependency within the relationship database and a notification can be generated 
accordingly. 
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Notably, while in Figure 1 the relationship database 140 has been illustrated as a 
stand-alone, singie database, the invention is no, so limited to the preoise configured 
of the relationship database 140, relationship management process 120, modeling and 

arr angemen,,ada,a warehouse can be coupled tothe relationship database for a more 
rob ust storage scheme. Similarly, the functionality of the mod*, and evaluation 
process 130 and the relationship management process 120 can be incorporated wifhrn 

the service level manager 100. 

The present invention can be realized in hardware, software, or a combination of 
Hardware and software. An implementation o, the method and system of the present 
invention can be realized in a centralized fashion in one computer system, or ,n a 
oisthbuted fashion where different elements are spread across several interconnected 
computer systems. Any kind of computer system, or other apparatus adapted for 

herein. 

A typical combination of hardware and software could be a general purpose 

The present invention can also be embedded in a computer program product, whrch 
comprises all the features enabling .he implementation o, the methods described 

methods. 
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Computer program or application in .he present context means any expression, 
in any language, code or notation, of a se, of instructions intended to cause a system 
having an information processing capability to perform a particular function either 
directly or after either or both of the following a) conversion to another language, code 
or notation; b) reproduction in a different materia, form. Significantly, this invention can 
be embodied in other specific fomrs without departing from the spirit or essential 
attributes thereof, and according*, reference should be had to the following claims, 
rather than to the foregoing specification, as indicating the scope of the invention. 
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